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2. CNCI (Comprehensive National Cybersecurity Initiative)
3. Integrated Governance
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1. SOC (Security Operations Center)
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1. Cluster Analysis
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1 Threads address 26 Mobile Security
2 Information sharing 27 Vulnerability management
3 Technology CCSMM | 28 Social engineering controls CYSEAM
4 Training 29 Cybersecurity incident management
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6 | Asset, Change, and Configuration Management (ASSET) 31 Cybersecurity governmance
7 Threat and Vulnerability Management (THREAT) 32 Access Control
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14 Cybersecurity Architecture (ARCHITECTURE) 39 Risk management CMMC
15 | Cybersecurity Program Management (PROGRAM) 40 Configuration management
16 Work force planning 41 Security management
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21 Server protection 46 Maintenance
22 End user’s controls 47 System and information integrity
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24 Application security
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2 Media Protection Policy 33 Risk management Risk 4
3 Systems and information integrity . 34 Risk management Management
- : : Information - -

4 Social engineering controls Security 3 35 Third-party risk management
5) Information sharing 36 Situational awareness

Asset, Change, and Configuration .
6 Management Asset 3 87 Awareness and training Awareness 4
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8 Configuration Management 39 Cybersecurity Awareness
9 Server protection 40 Cryptography Data 2
10 Physical security . 41 Application security Encryption
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—— — — Management
13 Identification and authentication dentity and 44 Training
14 Access control Achss 4 45 Personal security
15 Identity and Access Management Management 46 Governance structures
16 Network Security 47 Cybersecurity governance Governance 3
17 Maintenance Maintenance 1 48 | Cybersecurity program management
18 Incident response
19 Recovery
20 Event and Incident Response, Physical 5
Continuity of Operations Security
21 | Cybersecurity incident management
22 Threats addressed
. Business
23 Business process Process 1
24 Security management
25 Vulnerability management
26 End user’s controls Monitoring 5
27 |Threat and Vulnerability Management
28 Test
29 Cybersecurity Architecture Architecture 1
30 Enable Technology Enable 2
31 technology Technology
9- Whitman, M. Mattord, H., "Roadmap to Information Security: For

10-

11-

12-

13

14-

15-

16-

17-

18-

IT and Infosec Managers", Cengage Learning Publishing, 2011.

H. R Javaheri and Others, “Improvement in the Ransomwares
Detection Method with New API Calls Feature”, Journal of
Electronical & Cyber Defense, Vol 8, 2021.

ITU Corporate Annual Report
https://wwuwv.itu.int/osg/csd/stratplan/AR2008_web.pdf.
ISO/IEC 27032: 2012, Information technology — Security techniques —
Guidelines for cybersecurity, https:/Amw.iso.org/standard/44375.html.
Ozkan, Y. Bilge, Sprut, M., “A Questionnaire Model for
Cybersecurity Maturity Assessment of Critical Infrastructures,”
Springer Nature Switzerland AG Conference paper, 2019.
Marcelo, A. and Others, “Comparative Study of Cybersecurity
Capability Maturity Models” journal of Springer International
Publishing AG — pp. 110-113, 2017.

Bilge, K. and Others,” A vulnerability-driven cyber security
maturity model for measuring national critical infrastructure
protection  preparedness”, international journal of critical
infrastructure protection, ScienceDirect, Elsevier, pp 47 — 59, 2019.
Aliyu, A. and Others, “A Holistic Cybersecurity Maturity
assessment framwork for higher education institution in United
Kingdom”. Applied Sciences, 2017.

Bridget, J., Information Security Maturity Model for Healthcare
Organizations in the United State, Ph.D. Thesis, University of
Portland State, 2021.

ITU “Guide to developing a national cybersecurity strategy 2end
edition”,  https://ncsguide.org/wp-content/uploads/2021/11/2021-
NCS-Guide.pdf, 2021.

2008,

aslhs -9

g3 Lo o e oy 9 (6 g — 023l 0y s0lejle (6855 (e 1 3L
5 ol S o lezl YA

iy anlilad el el b il (sl ke )" 301, Lo, ekl ooy
AFAR 0 DY) amio o )led SF o lod o5 5l

Siladion (sl 5,aebin S slesly 5 (LB e S ol e «Sicsien]
5 oMbl (6 ,9ls sale 4y Maieiign ualy 1o ooliiul B 1 el gl yuS Clsl
AEe o ol AIVA i ety ol g o9 ¢ sl ol

S Sl 30 Cotal Glal38l sl el elgl g (1500 5 daxl Ll
Slrioo g0 ojlod ole ol wibly sale 4,25 Gl slaca o) 5 (srie
NFee L ol AN

Sl Slasags gonail i egpie Joo &))" 51500 5 cunmme ( ]
TTVY o) Slris s oyl e be ol ale 4,85 " Sl ooy
AYAA s )55

Pz (o) (@l pole olfails (oo Dlallls (culidi g, o Sal B 500l 2
par gy AT ATAD g

-\

-y

v

¢

-5

7- B. Poston “Maslow’s hierarchy of needs”. Surgical Technologis

2009, 353-347: (8)41.

8-

Nye, J. Wan, J. “The Rise of China’s Soft Power and Its
Implications for the United States”, in Richard Rosecrans and Gu
Guoliang, Power and Restraint: A Shared Vision for the U.S.—China
Relationship (New York: Public Affairs), pp 28-30. 2006.



Sl slecsloy ;s @y g mbe Sl gl Jow )

Sge el 9 (el S 555

VE-Y sl VO o )lod oos Jlo e yslis 0l aslilad ¥y

19- Knight, J. and Others, “Summaries of Three Critical Infrastructure

Applications”, Computer Science Report, No. Cs-97-17, 1997.

20- US Department of Homeland Security, “Cybersecurity Capability

Maturity Model: Version 1.0. White paper, Department of
Homeland Security”, 2014.

21- Soldatos, J. and Others, Cyber-Physical Threat Intelligence for

Critical Infrastructures Security: A Guide to Integrated Cyber-
Physical Protection of Modern Critical Infrastructures, Now
Publishers Publishing, 2020.

22- Paulk, M.C and Others, “Capability Maturity Model version 1.1

IEEE Softw”. Los Alamitos Journal, Vol 10, pp. 18-27, 1993.

23- U.S Department of Energy, Office of Cybersecurity, Energy

Security and Emergency Response,” Cybersecurity Capability
Maturity Model (C2M2)”, 2021.

24- White, G.B, “The community cyber security maturity model”,

IEEE International Conference on Technologies for Homeland
Security, HST, pp.173-178, 2007.

25- United States Agency for International Development (USAID),

“understanding cybersecurity maturity models within the
context of energy regulation”, 2020.

26- Ozkan, Y., Bilge, Lingen, S., Sprut, M., “The Cybersecurity Focus

Area Maturity (CYSFAM) Model” Journal of Cybersecurity and
Privacy, Vol 1, pp. 119-139, 2021.

27- U.S, Department of Defense, “Cybersecurity Maturity Model

Certification (CMMC)”, DoD, 2020.



